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ABSTRACT:

The rapid growth of software development has led to increasingly complex applications involving
large codebases and multiple developers. Ensuring code quality, maintainability, and security has
become a major challenge. Manual code reviews are time-consuming and may fail to detect critical
vulnerabilities.

This project presents an Al-Powered Real-Time Code Review & Security Scanner, which
automates the process of analyzing source code repositories. The system uses a multi-agent
architecture consisting of modules such as repository fetcher, parser agent, linter agent, metrics
agent, decision agent, and reporter agent.

The proposed system performs static code analysis to detect coding standard violations, security
vulnerabilities, and complexity issues. It integrates with GitHub repositories and generates
structured reports using SARIF format. A user-friendly interface built with Streamlit allows
developers to easily upload repositories and view results.

This system improves software quality, reduces manual effort, and helps detect issues early in the
development lifecycle.
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1.INTRODUCTION

Software development has become highly complex due to large-scale applications and
collaborative development environments. Ensuring code quality and security is a major concern
for developers.

Manual code review processes are time-consuming and may overlook critical issues such as
vulnerabilities and coding errors. Although static analysis tools exist, they often rely on rule-based
systems and may produce inaccurate results.
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The Al-Powered Code Review & Security Scanner is designed to automate code analysis using
intelligent agents. It scans source code repositories, detects issues, and provides structured reports.
The system improves efficiency and accuracy while reducing human effort.

2. LITERATURE REVIEW

Literature Review
Existing systems for code review include:

e Manual code review processes
e Static analysis tools like Pylint, ESLint, and SonarQube
e Automated code review tools integrated with CI/CD pipelines

These systems help improve code quality but have limitations such as:

e High time consumption
e False positives
e Limited detection of complex issues

Base Paper Differentiation
The proposed system differs from existing approaches in the following ways:

e Uses multi-agent architecture instead of single-tool analysis
e Combines code quality, security, and complexity analysis
e Provides integrated reporting system

e Supports GitHub automation
® Offers user-friendly web interface

I11. PROPOSED SYSTEM

Overview
The proposed system is an Al-powered automated tool that analyzes source code repositories and
detects issues related to quality and security.

System Architecture
The system follows a multi-agent architecture, where each agent performs a specific task:

Repository Fetcher
Parser Agent
Linter Agent
Metrics Agent
Decision Agent

Reporter Agent
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Working Principle

User uploads repository
System fetches code files
Code is parsed and analyzed
Multiple agents detect issues
Results are combined

Report is generated

ok wbdE

Advantages

Reduces manual effort
Improves accuracy
Detects vulnerabilities early

Provides structured reports

3.METHODOLOGY

> Step 1: Repository Collection
The system collects source code from GitHub or uploaded files.

> Step 2: Code Parsing

The parser agent analyzes code structure including functions, classes, and modules.

> Step 3: Code Analysis
Different agents perform:

e Linting (coding standards)
e Security checks

® Complexity analysis
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> Step 4: Decision Making

The decision agent combines results from all agents and evaluates overall code quality.

> Step 5: Report Generation

The reporter agent generates structured reports highlighting:

e FErrors
e \Warnings
e Vulnerabilities

> Step 6: Visualization

Results are displayed using a Streamlit web interface
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